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Other Project Aspects
• Financial Support:
– IACP
– CACP
– Digital Boundary Group

• Other Participants
– Academica Group - Survey Instrument, Analysis
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Methodology
• The survey was administered online by the IACP, and was
directed by a committee of the IACP, CACP, police executives
and private sector IACP members.
• Professional survey company consulted for reliability,
reliability credibility
• Due to a suspected low response rate, all known contacts of the
IACP and CACP rather than a random sample, were solicited.
• In order to represent the population of chiefs of police (4,800), a
sample size of 400 was sought (456 responses were collected).
• The survey was in-field from April 4th to April 29th
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Survey Caveats
•
•
•
•
•
•

Bias always present to some degree
Those who are interested will respond…
Chiefs may have different views of importance of IT
Governance of IT could impact results (police, city, outsource)
Survey does not deal with internal threats – related but different
All that being said, results are interesting, important and good
first step!
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Executive Summary
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Executive Summary
• Most respondents believed cyber attack was a threat,
and potential impacts quite serious
– Yet only 1/2 could say that current policies, practices and
technologies sufficient to minimize risk
– Only 1/3 could say that their agency’s cyber security had
ever been audited

• Positive correlation between having been attacked and
having had cyber security audit performed
• Among respondents who felt cyber security audits
important, 50% could say with certainty they had NEVER
been audited
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Executive Summary
• Perceived threat of a cyber attack much higher among
those who had experienced a cyber attack
• Percentage who responded “unknown” on a number of
questions was relatively high
• Data seems to show that cyber attacks are seen as a
real threat with consequences yet many doing relatively
little to mitigate risk (particularly the case among smaller
organizations)
• In certain sectors of respondents,
p
, up
p to 29% had been
attacked. Of these attacks, 25% had been successful to
some degree…

8

2013 LEIM Conference Workshop Technical Track

4

State of LEA INFOSEC

Wednesday, May 22, 2013

Respondent Profile

This study made possible through financial and program support
of IACP, CACP, and Digital Boundary Group, Inc.

Agency Jurisdiction

Q. Please indicate the jurisdiction of your agency.
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Number of Full-time Sworn Officers
by Agency Jurisdiction
Agency Jurisdiction

Total
US: Municipal
Police Dept.
n=456

n=385

US: Sheriff or US: State Police Other: US or
County Dept.
Agency
Canada
n=26

n=21

n=24

Mean

201

70

567

1769

537

Median
Minimum
Maximum

31
0
6000

26
1
1400

136
4
3400

1100
122
6000

23
0
5000

Q. How many full‐time sworn officers did your agency employ on December 31, 2012?
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Provision of IT Maintenance

Agency Size
Less than 50
50+ Employees
employees
n=254
n=200
My agency

28%

35%

Central IT Services

20%

30%

Combination of
internal and central

17%

29%

Outside Contractor

32%

4%

Other

3%

3%

Q. Who maintains your agency's information technology and information systems?
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Findings

This study made possible through financial and program support
of IACP, CACP, and Digital Boundary Group, Inc.

3.1 Cyber Attack Experiences

This study made possible through financial and program support
of IACP, CACP, and Digital Boundary Group, Inc.
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Prevalence of Cyber Attacks
All respondents, n=456

11% of respondents reported that their agency had been the target of a cyber attack in the past 12 months.
This figure was lowest among U.S. Municipal agencies, and agencies with less than 50 employees.
Overall, approximately two‐fifths of respondents did not know whether their agency had been the target of an attack.
Results did not vary by type of IT provider.

Agency Jurisdiction

Agency Size

Q. Has your agency been the target of a cyber attack in the past 12 months (regardless whether the attack was
successful)?
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Nature of the Cyber Attack
Respondents who reported a cyber attack, n=51

‘Denial of service’ is the most common description for the nature of the attack (37%), followed by accessing or
collecting confidential information other than information regarding investigations or officers/staff.

“Other” Responses
Routine attempts to access
secured networks
Probing for access to systems
Twitter feed hacked
Network virus vulnerabilities
Attempts to breach firewalls
Theft of bandwidth services
Unknown

Q. What was the nature of the attack (regardless of whether it was successful)? Please check all that apply.
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Target of the Cyber Attack
Respondents who reported a cyber attack, n=51

Nearly half of respondents reported that their agency website was the target of the cyber attack.
The records management system was the next most likely target, though only 12% indicated that this was the target
of the cyber attack.

“Other” Responses
Email system
City’s network
Network access
Police Dispatch Lines
Unknown

Q. What specific resources were the target of the attack (regardless of whether it was successful)? Please check all
that apply.
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Agency Response
Respondents who reported a cyber attack, n=51

Notification of the IT provider, and monitoring the attack are the most common agency responses to a cyber attack.
One in three respondents report systems being taken offline, and a similar proportion reported having passwords and
security levels changed.

“Other” Responses
Attempts were successfully
stopped by firewall
Notified FBI
Made reports to APCO, NENA,
Homeland Securityy and FBI

Q. How did your agency respond? Please check all that apply.
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Source of the Attack
Respondents who reported a cyber attack, n=51

Little seems to be known about the source of cyber attacks, other than being attributed to a hacker. 18% were able to
report that the source was known to be of international origin. There were no known instances of staff, organized
crime, or terrorists being the culprits of the cyber attacks.

“Other” Response
Traditional malware vector
(novice)

Q. Who was the source of the attack on your agency ? Please check all that apply.
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Outcome of the Cyber Attack
Respondents who reported a cyber attack, n=51

In only 25% of cases was the attack considered ‘successful’. Almost half report that the attack was limited to probing
systems/resources and close to one‐third state that the attack was discovered and addressed.
Since only 51 respondents indicated that they had been subject to an attack, it is not possible to determine statistical
differences by agency characteristics.

Q. If yes, was the attack successful?
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Impact of the Cyber Attack
Respondents who reported a cyber attack, n=51

The impact is commonly limited to denying public access to agency resources, or disrupting communications.
There were no stated instances of investigations being compromised by the release of confidential information.

“Other” Responses
No/minimal impact.
Specific area taken down for a
short time period
Deployment of cyber security
resources
Profanity on agency website
Officer work stations out of
service until vulnerability
resolved

Q. How did the attack impact your agency? Please check all that apply.
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3.2 Cyber Attack Perceptions

This study made possible through financial and program support
of IACP, CACP, and Digital Boundary Group, Inc.

2013 LEIM Conference Workshop Technical Track

11

State of LEA INFOSEC

Wednesday, May 22, 2013

Perceived Risk of Cyber Attack
All respondents, n=456

The large majority of respondents felt that cyber attacks are a risk to their organization. Among these, half felt that
the threat is moderately serious while 29% felt the threat was more serious (rating it a 4 or a 5).

Q. Do you believe that cyber attacks are a risk to your organization?
Q. How serious is the threat of a cyber attack on your agency?
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Perceived Risk of Cyber Attack
All respondents, n=456

By combining the results of the two charts shown on the previous slide, the data can be represented in
another way. Here we see that among all respondents, close to two‐thirds believe that a cyber attack is a
moderately serious to very serious threat.

Q. Do you believe that cyber attacks are a risk to your organization?
Q. How serious is the threat of a cyber attack on your agency?
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Perceived Risk by Agency Size
All respondents, n=456

Larger agencies are more likely than smaller agencies to view cyber attacks as a very serious threat. Smaller
agencies are more likely to believe that there is no perceived risk, or to not know whether there is a risk.

Q. Do you believe that cyber attacks are a risk to your organization?
Q. How serious is the threat of a cyber attack on your agency?
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Perceived Risk by Agency Type
All respondents, n=456

The only statistically significant differences by agency type were that chiefs of US Municipal Departments
were more likely than chiefs of US State Police Agencies to feel that cyber attacks were a moderately serious
threat, whereas chiefs of US State Police Departments were more likely to view cyber attacks as a very serious
threat.

Q. Do you believe that cyber attacks are a risk to your organization?
Q. How serious is the threat of a cyber attack on your agency?
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Perceived Risk by Experience of Cyber Attack
All respondents, n=456

Respondents whose agency had experienced a cyber attack were significantly more likely to see the risk of a
cyber attack as a very serious threat.

Q. Do you believe that cyber attacks are a risk to your organization?
Q. How serious is the threat of a cyber attack on your agency?
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Risk of Specific Sources of Attack
All respondents, n=456

Hacker organizations or individuals are considered the greatest threat, followed by international sources. The
lowest threat is perceived to be internal staff.

Q. How serious do you view the following potential sources of attack?
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Potential Impact of a Cyber Attack
All respondents, n=456

The greatest perceived impacts of a cyber attack that gained access to the Records Management System were
the loss of credibility of electronically stored records, followed by the loss of critical data in ongoing
investigations and compromised investigations. Over half of respondents also felt that an attack on the RMS
would put officers in danger.

Q. In your view, what is the potential impact if a cyber attack gained access to your Records
Management System?
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Sufficiency of Current Policies,
Practices and Technologies
All respondents, n=456

Approximately half of respondents felt that their current policies, practices and technologies were sufficient
to minimize the risks of a cyber attack against their agency, 30% indicated that they were not and 21% did not
know. Differences by agency size and type were not significant.

Q. Do you believe that your current policies, practices, and technologies are sufficient to minimize the risks of a
successful cyber attack against your agency's resources?
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3.3 Agency Cyber Security Measures

This study made possible through financial and program support
of IACP, CACP, and Digital Boundary Group, Inc.

Actions Taken to Mitigate Cyber Attack Risk
All respondents, n=456

The most common actions taken are technological as well as having security policies in place and enforced.
Only 13% regularly had audits performed by a third party, and only 18% conducted penetration tests.

Q. What actions does your agency regularly undertake to mitigate risks associated with
cyber attacks? Please check all that apply.
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Actions Taken by Agency Size
All respondents, n=456

Larger agencies were significantly more likely to have security policies in place and enforced, to remind system
users of these policies, to have audits regularly performed by a government agency, and conduct penetration
tests. Larger agencies were also more likely to report that their IT was managed by a central IT office/bureau.
There were no noteworthy differences by type of agency or by how the agency’s IT was maintained.

Q. What actions does your agency regularly undertake to mitigate risks associated with
cyber attacks? Please check all that apply.
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Cyber Security Audits
All respondents, n=456

Only one‐third of respondents indicated that their agency’s cyber security had been audited. Of these, the
large majority (87%) stated that their agency had implemented the audit recommendations.

Q. Has your agency's cyber security ever been audited?
Q. If yes, do you know if the recommendations made were implemented?
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Cyber Security Audits by Agency Size
All respondents, n=456

Agencies with 50 employees or more were more likely to have had their cyber security audited than agencies
with 0 to 49 employees. Among agencies who had an audit completed, the likelihood of implementing the
recommendations did not vary by agency size.

Q. Has your agency's cyber security ever been audited?
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Cyber Security Audits by Agency Type
All respondents, n=456

US State Police Agencies were significantly more likely to have had their cyber security audited than US Sheriff
or County Agencies. Among agencies who had an audit completed, the likelihood of implementing the
recommendations did not vary by agency type.

Q. Has your agency's cyber security ever been audited?
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Cyber Security Audits by Attack Experience
and Perceived Risk
All respondents, n=456

Agencies who had been the target of a cyber attack were significantly more likely to have had a cyber audit
completed. A respondent’s perceived risk of cyber attack and the likelihood that their agency had a cyber
security audit conducted were positively correlated.

Q. Has your agency's cyber security ever been audited?
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Importance of Cyber Security Audits
All respondents, n=456

Almost all respondents felt that it is at least somewhat important that law enforcement agencies conduct
regular cyber security audits, and 29% felt that it is very important.

Q. How important is it that law enforcement agencies regularly conduct cyber security audits?
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Agency Audits by Perceived Importance
All respondents, n=456

There was a positive correlation between having conducted a cyber security audit and the perceived
importance of law enforcement agencies regularly doing cyber security audits.

Q. How important is it that law enforcement agencies regularly conduct cyber security audits?
Q. Has your agency’s cyber security ever been audited?
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Participation in FBI Security Task Force
All respondents, n=456

Only 10% of respondents indicated that their agency had been invited to participate in a Cyber Security Task
Force, and 25% did not know. Among those who had been invited to participate, 39% were currently
participating.

Q. Has your agency ever been invited to participate in an FBI Cyber Security Task Force?
Q. If yes, at what level of participation?
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Worked with Federal Agencies
All respondents, n=456

Only 10% of respondents indicated that their agency worked with other federal agencies in the prevention,
mitigation, or response to a cyber attack. Of these, half had worked with the FBI, 16% with the Secret Service,
and 13% with DHS. “Other” agencies worked with included NSA, CIA, RCMP, NCRIC, NCIC, and CJIS.

Q. Has your agency worked with other federal agencies directly in the prevention, mitigation, or response to a cyber
attack?
Q. If yes, please identify the agencies with whom you have worked.
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3.4 Knowledge and Training

This study made possible through financial and program support
of IACP, CACP, and Digital Boundary Group, Inc.
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Knowledge Level Needed for Law Enforcement
Chief Executives
All respondents, n=456

Respondents felt that law enforcement chief executives need to be more than just aware of how to maintain
the security of their agency’s information systems, they need to be knowledgeable to very knowledgeable.

Q. How knowledgeable should law enforcement chief executives be with regard to maintaining the security of their
agency's information systems and resources?
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Most Appropriate Training
All respondents, n=456

The most appropriate cyber security training for chief executives of law enforcement agencies was deemed to
be training to understand the general risks associated, followed by familiarity with policy issues associated
with cyber attacks.

Q. What is the nature of training regarding cyber security that would be appropriate for chief executives of law
enforcement agencies?
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Most Appropriate Method of Training
All respondents, n=456

Conference presentations at key trade shows were seen as the best way to provide executive training,
followed by online videos, webinars, or other presentations.

“Other” Responses
In‐house training
Training at local training
centres, colleges
Meetings with IT staff
In‐person / small groups
Consultant services
All of the choices
Can’tt be one
Can
one‐size‐fits‐all
size fits all

Q. How best should executive training be provided?
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Next Steps

This study made possible through financial and program support
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Next Steps
• A Cyber Security Plenary Session – Philadelphia
• Develop Training / Stress Test 6-8 sites (support needed!)
• Trustwave – tentatively update 2011 LE Executive Cyber Security
Agency Guide
• Develop Tech Minute video covering the research results from the
survey
• Digital Boundary Group to develop draft survey report, executive
summary and Script for Tech Minute
• CCDE to propose resolution and model policy for Philadelphia
• CCDE to create complimentary survey regarding capabilities to
process digital evidence

47

2013 LEIM Conference Workshop Technical Track

24

